
 

 

 

GUIDELINES TO BANKS AND FINANCE COMPANIES 
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GUIDELINES ON INFORMATION TECHNOLOGY RISK MANAGEMENT 

 

1. INTRODUCTION 

 

1.0.1 Technological developments have transformed the way financial institutions businesses 

and operations are being conducted. Financial institutions are providing more advanced 

as well as innovative products and services to keep pace with the needs and preferences 

of consumers who are becoming more IT-savvy. 

 

1.0.2 Information Technology (IT) has become the key enabler for business strategies in the 

service sector, enabling companies to reach out to and meet customer needs in ways that 

were not possible twenty years ago. Financial institutions are able to allow their financial 

systems to operate in multiple locations and to be supported by different service providers 

without themselves having a physical presence there. 

 

1.0.3 As such, licensees need to fully understand the degree and level of technology risk from 

these systems. They should put in place adequate and robust risk management systems 

as well as control processes to manage these risks.  

 

1.0.4 These Guidelines on Information Technology Risk Management aim to provide guidance 

to licensees in managing risk associated with the use of technology based on best industry 

practices and internationally recognized standards.  

 

1.0.5 The objectives of these Guidelines are to: 

 

i. Establish a sound and robust information technology risk management framework 

for licensees;  

ii. Strengthen licensees’ system security, reliabilty, resiliency and recoverability; and 

iii. Deploying strong authentication measures to protect customer data, transactions 

and systems. 
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2. APPLICABILITY  

 

2.0.1 These Guidelines are not legally binding and implementation of these Guidelines should 

be risk–based and commensurate with the size, nature and types of products and services 

as well as the complexity of IT operations of the individual licensees.  

 

2.0.2 The Guidelines are aimed at licensees under the following: 

 

i. International Banking Order, 2000; 

ii. Banking Order, 2006; 

iii. Islamic Banking Order, 2008; 

iv. Perbadanan Tabung Amanah Islam Brunei Act, Chapter 163; and 

v. Finance Companies Act, Chapter 89. 

 

2.0.3 These Guidelines are to be read with the Outsourcing Guidelines issued by Autoriti 

Monetari Brunei Darussalam (AMBD) on 17th September 2012. 
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3. DEFINITION OF TERMS 

 

As used in these Guidelines, the following terms shall have the following meanings, except where 

the context otherwise requires: 

Term Definition 
 

Audit Trail A series of records of computer events such as for an operating 
system, an application, or user activities. 
 

Automated Teller Machine 
(ATM) 

An electronic device that allows customers to perform cash-
based financial transactions or to obtain information without the 
need to go to the bank and deal with a teller. Some of the uses 
of ATMs include cash withdrawals, bill payments, printing bank 
statements, etc. 
 

Business Continuity 
Management (BCM)  

BCM is a management process that identifies risks, threats and 
vulnerabilities that could impact a licensee’s continued 
operations. BCM also provides a framework for building 
organizational resilience and the capability for an effective 
response.  
 

Bring Your Own Device 
(BYOD) 

Personnel sometimes prefer to do their tasks on devices that 
they bring to the office and are not assets provided by the 
licensee or service provider e.g. personal handheld devices, 
personal laptops, desktops, etc. 
 

Capacity Management A process to ensure that the capacity of IT services and 
infrastructure is able to deliver agreed performance targets 
efficiently in a cost effective and timely manner. 
 

Card-not-present The criminal has information about a cardholder’s payment 
card e.g. account number and expiry date and uses it to make 
purchases by the way of email, phone or internet (where it does 
not require physical card to be presented). 
 

Card-not-received  
 

Criminals are able to intercept a payment card dispatched to 
the cardholders by issuing banks and uses these cards to make 
fraudulent transactions. 
 

Change Management The process of planning, coordinating, implementing and 
monitoring changes affecting any IT systems. 
 

Chief Technology Officer 
(CTO) 
 

A senior officer in a licensee whose main role is focused on 
information technology operations. 
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Term Definition 
 

 
Cloud Computing 
 
 

Cloud computing is a service and delivery model for enabling 
on-demand network access to a shared pool of configurable 
computing resources (servers, storage and services). Users of 
such services may not know the exact locations of servers, 
applications and data within the service provider’s computing 
infrastructure for the hosting, storing or processing of 
information. 
 

Counterfeit The criminal is able to skim a victim’s card and transfers the 
data onto a fake magnetic stripe card. Counterfeit cards can 
also be manufactured if the account number and expiration 
date are known by the criminal. 
 

Critical System A system, the failure of which will cause significant disruption 
to the operations of the licensee or materially impact the 
licensee’s service to its customers, such as a system which 
processes transactions that are time critical and provides 
essential services to customers. 
 

Disaster Recovery (DR) Plan 
 

A plan that covers the tactical recovery of IT systems in the 
event of a disruption or disaster. 
 

End-of-Support (EOS)  The product has ceased to be available from the market and 
vendor support is no longer available. 
 

EMV EMV or Europay, Mastercard and Visa cards is an open-
standard set of specifications for smart card payments and 
acceptance devices. EMV cards are smart cards which store 
their data on integrated circuits rather than magnetic stripes. 
These cards are also known as chip and PIN cards. 
 

Encryption 
 
 

The process of encoding messages or information in such a 
way that only authorized parties can read it. 

Firewall Devices or programs that control the flow of network traffic 
between networks or hosts that employ differing security 
postures. 
 

Identity Theft The criminal obtains sensitive information of a person which 
can be used for application fraud (opening an account) or 
account takeover. 
 

Incident Management The process of managing the lifecycle of incidents and to 
restore the service as quickly as possible. 
 

Information Security  
 

The practice of protecting information from unauthorized 
access, use, disclosure, disruption, modification, perusal, 
inspection, recording or destruction. 
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Term Definition 
 

 
Information Technology 
Security Officer (ITSO) 
 

An officer in a licensee whose main role is focused on 
information technology security issues.  

Information Technology 
Steering Committee (ITSC) 

ITSC is a committee consisting senior members of the 
licensee’s management that determines the prioritization of IT 
projects, tracks and monitors the status of IT projects. The 
committee resolves any arising conflicts as well as monitoring 
service levels and service improvements. 
 

Internet Banking Electronic systems that enable customers of a licensee to 
perform banking activities online on a website operated by the 
licensee.  
 

Intrusion Detection This refers to the process of identifying attempts to penetrate a 
system and gain unauthorized access. 
 

IT Audit IT Audit is a risk-based examination of the adequacy of 
information technology systems belonging to the licensees and 
the related non-automated processes. 
 

IT Operations The people and management processes associated with IT 
service management to deliver the right set of services at the 
right quality and at competitive costs for customers. 
 

IT Outsourcing 
 
 

The contracting of a service provider to perform an IT function 
on behalf of the licensee. 

IT Risks 
 

Risks related to information technology. Risks may be financial 
or non-financial. 
 

Licensees Licensees under the International Banking Order 2000, 
Banking Order 2006, Islamic Banking Order 2008, Perbadanan 
Tabung Amanah Islam Brunei Act, Chapter 163 and Finance 
Companies Act, Chapter 89.  
 

Major Incident A system malfunction or security incident, which has a severe 
and widespread impact on the licensee’s operations or 
materially impacts the licensee’s service to its customers. 
 

Mobile Banking Electronic systems that enable customers of a licensee to 
conduct financial transactions through mobile phone devices. 
 

Payment Card ATM/debit/credit cards that can be used by customers of a 
licensee to make a payment at Point of Sales (POS). 
 

Penetration testing 
(PenTest) 

Testing by means of an attack on a computer system with the 
intention of finding security weaknesses, potentially gaining 
access to it, its functionality and data. 
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Term Definition 
 

 
Personal Identification 
Number (PIN) 
 

A numeric password shared between a user and a system that 

can be used to authenticate the user to the system. 

Problem Management A process to find a permanent solution to a problem or incident. 
 

Project Management 
 

Project management is the process and activity of planning, 
organizing, motivating, controlling resources, procedures and 
protocols to achieve specific goals in a given project. 
 

Phishing 
 

Phishing is the attempt to acquire sensitive information such as 
usernames, passwords, and debit/credit card details (and 
sometimes, indirectly, money) by masquerading as a 
trustworthy entity in an electronic communication. 
 

Request for Proposal / 
Request for Tender (RFP / 
RFT) 

RFP/RFT is a document provided to a potential service provider 
that details the scope of work that the licensee needs, and asks 
the service provider to provide an indication of its capabilities to 
perform the proposed work and to give an indication of price for 
the services concerned. 
 

Recovery Point Objective 
(RPO) 

The age of files that must be recovered from backup storage 
for normal operations to resume if a computer, system, or 
network goes down as a result of a hardware, program, or 
communications failure. 
 

Recovery Time Objective 
(RTO) 

Maximum desired length of time allowed between an 
unexpected failure or disaster and the resumption of normal 
operations and service levels. 
 

Service Provider A party that provides outsourcing services to the licensees. 
Service provider includes a member of the group to which the 
institution belongs e.g. its Head Office, parent institution, 
another branch or related company, or an unrelated party, 
whether located in Brunei Darussalam or elsewhere. 
 

Source Code A text listing of commands or instructions written using some 
human-readable computer language, usually as text. 
 

System Any hardware, software, network, or other information 
technology component which is part of an IT infrastructure. 
 

Vulnerability assessment 
(VA) 

The process of identifying, quantifying, and prioritizing (or 
ranking the vulnerabilities) in a system. 
 

   

 

http://en.wikipedia.org/wiki/Password
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4. IT GOVERNANCE 

 

4.0.1 IT function is becoming more important in supporting financial institutions’ business 

operations. The Board of Directors or Senior Management should therefore establish an 

effective IT governance framework that covers leadership and organizational structures. 

IT governance should cover the following processes: 

 

i. IT strategic plan is aligned with the licensee’s overall business strategy; 

ii. Optimization of resources management; 

iii. Favourable cost to benefit ratio for IT service delivery; 

iv. Effective and efficient use of IT to achieve business objectives and performance 

measurement; and 

v. Implementation of an effective IT risk management plan.  

 

4.1 IT Management Oversight and Organizational Structure 

4.1.1 The Board of Directors or Senior Management should have oversight of technology risks 

to ensure that licensees have the proper security controls and an organizational structure 

that clearly define the roles and responsibilities of each relevant business function for 

proper segregation of duties within and among the various functions of the licensees.  

 

4.1.2 The Board of Directors or Senior Management should put in place the required 

management structures (e.g. IT Steering Committee or ITSC) for a more effective and 

efficient decision making process. The ITSC, directly reporting to the Board of Directors 

or Senior Management, can oversee information technology related strategies and 

projects as well as monitoring them to ensure they effectively support the licensee’s 

business needs and objectives. The ITSC should convene a meeting on a quarterly basis 

and the minutes of meeting should be properly documented and distributed. 

 

4.1.3 At a minimum, the ITSC should consist of the following: 

 

i. A member of Senior or Executive Management; 

ii. The Head of the IT function or the Chief Technology Officer (CTO); 

iii. The highest ranked officer who oversees business operations; and 

iv. The Head of Control function (e.g. risk management, internal audit) in advisory 

capacity only. 

 

4.1.4 Licensees should have a CTO or equivalent that spearheads key IT initiatives and 

oversees IT organization and core IT functions.  
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4.1.5 Licensees should have an Information Technology Security Officer (ITSO) or equivalent 

who is responsible for and accountable in respect of ensuring there are sufficient security 

controls and initiatives in place to minimize technology risks and threats. 

 

4.1.6 Roles and responsibilities of IT personnel should be clearly defined, communicated and 

properly documented.  

 

4.2 IT Policies, Standards, Guidelines and Procedures 

4.2.1 Licensees should establish IT policies, standards, guidelines and procedures under the 

guidance of the board. These policies, standards, guidelines and procedures must be 

aligned with the overall business objectives and IT strategies of the licensee. 

 

4.2.2 Policies, standards, guidelines and procedures should also be aligned with any applicable 

national and international standards and code of practice. Licensees should follow and 

adopt the financial industry’s best practices. 

 

4.2.3 Policies, standards, guidelines and procedures should be reviewed and updated regularly 

to accommodate ever-changing technology and the cyber security environment. The 

Board of Directors or Senior Management should ensure that these policies, standards, 

guidelines and procedures are up to date and well documented.  

 

4.2.4 Policies, standards, guidelines and procedures must be clearly communicated to the 

licensee’s personnel and relevant parties. 

 

4.2.5 Procedures should be in place to track and verify compliance with the licensee’s policies. 

Procedures should clearly define the consequences of non-compliance. Follow-up 

processes should be implemented by Internal Audit and the compliance function so that 

compliance deviations are addressed and remedied on a timely basis. 

 

 4.3 Information Security 

4.3.1 Information security is vital for all licensees as information or data is a key asset for all 

businesses. Protection of information or data is necessary to reduce the risk of losses 

from fraud, to ensure compliance with laws and regulations, to protect against any legal 

liability and to protect against any reputational risk that might have an impact on trust 

between the customers and the licensee. 

 

4.3.2 Information security should be an important component of IT governance or management 

of enterprise IT for licensees. Security controls should be in place that prevents any data 

intrusion or unauthorized access and deliberate misuse or fraudulent changes.  
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4.3.3 Licensees should have a comprehensive information security program to maintain the 

confidentiality, integrity and availability of information systems for reliable and timely 

information.  

 

4.4 Assigning Tasks, Selection Process and Personnel Competence 

4.4.1 In order to minimize technology risks, a screening process in the selection of personnel, 

vendors, consultants and contractors is crucial. This can reduce technology risks due to 

internal sabotage, carelessness, lack of expertise and fraud. 

 

4.4.2 With the rapid development in technology, licensees should ensure that their IT personnel 

remain competent and are up to date with the latest advancement in technology, cyber 

threats and IT risks through training and personnel selection processes. Licensees should 

also have strategic human capacity planning for IT operations and processes to identify 

current and future human resource needs. Appropriate recruitment, succession and 

transition strategies should be put in place to avoid workforce shortages or spares that 

could affect the effectiveness, efficiency and productivity of the licensee’s IT and business 

operations. 

 

4.4.3 Personnel, vendors, consultants and contractors, who are authorized to access the 

licensee’s systems, should be required to protect sensitive and confidential information. 

Licensees should request that they sign a non-disclosure agreement to ensure information 

security. Failure to implement non-disclosure measures leaves the licensee open to 

financial loss or enforcement measures by regulator. 

   

4.5 Technology Risk Management 

4.5.1 The Board should ensure that Senior Management maintains a sound risk management 

program for oversight of technology risk management and proper execution of risk 

management and security controls processes. Understanding the risk context allows the 

Board of Directors or Senior Management to make sound decisions on the licensee’s IT 

and business operations.  

 

4.5.2 The program should include the following attributes: 

 

i. Clearly defined and documented roles and responsibilities in managing technology 

risks of relevant stakeholders; and 

 

ii. Systematic and consistent procedures in place for technology risk identification, 

assessment, responses and monitoring. 
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4.5.3 Risk Identification and Assessment 

 

i. The Board and Senior Management should identify IT related threats and 

vulnerabilities;  

 

ii. A risk assessment should be performed regularly and ad-hoc basis to determine 

the business impact as well as the likelihood that reputational damage or financial 

loss may occur due to these threats and vulnerabilities; 

 

iii. The board and Senior Management should also determine the licensee’s risk 

appetite to understand the level of IT-related risk that they are willing to take; 

 

iv. Licensees should quantify the IT-related risks to help with identifying risks that 

have the highest exposure to loss or damage and enable better prioritization of 

their resources; and 

 

v. The outcomes of the risk assessment should be communicated to management 

and the board in order to draw up IT policies, standards, guidelines and 

procedures. 

 

4.5.4 Risk Responses and Monitoring 

 

i. Licensees should provide a consistent risk response process that includes the 

following: 

a) Developing and evaluating alternative courses of action in managing the risk; 

b) Determining appropriate courses of action consistent with the licensee’s risk 

appetite; and 

c) Implementing risk responses based on selected courses of action. 

 

ii. Continuous monitoring is a vital component of the information technology risk 

management framework to ensure that the risk processes are effective, to identify 

risk impacting changes to the licensees IT systems and the environments in which 

the systems operate and to verify that all of these risk responses are implemented 

and communicated within the licensee; and 

 

iii. Senior Management should ensure that they are able to establish risk 

management processes and responses that do not affect their financial stability 

and operational viability. Licensees should be aware of the cost-effectiveness of 

the risk responses and measures. 
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5. IT OUTSOURCING & PROJECT MANAGEMENT 

 

5.1 IT Outsourcing 

5.1.1 IT outsourcing involves the provision of services to a licensee by a service provider located 

in Brunei Darussalam or abroad. It allows licensees to be more cost-effective and benefit 

from higher quality, more efficient and more secure services than they might be able to 

provide internally. However, licensees should ensure that these outsourcing activities do 

not hinder their daily operations and business processes.  

 

5.1.2 While IT outsourcing transfers service delivery and operational responsibilities to the 

service provider, licensees retain the responsibility for and remain accountable to their 

customers and their supervisors in respect of the operations of the service providers. The 

Board of Directors or Senior Management should hold responsibility for the oversight and 

management of outsourcing activities and be accountable for any outsourcing decisions.  

 

5.1.3 Risks relating to the outsourced services might be different to those risks a licensee might 

be exposed to if these functions were performed internally by the licensees. Hence, 

licensees should perform a risk assessment to identify risks relating to IT outsourcing and 

manage them accordingly.  

 

5.1.4 Before a service provider is appointed, due diligence should be carried out to determine 

the service provider’s viability, reliability, track record and reputation, financial position, 

and compliance with Brunei Darussalam’s IT and financial laws and regulations. 1 

 

5.1.5 A written agreement should be present in all outsourcing relationships. The terms of the 

contract and conditions that define the roles and responsibilities, relationships, 

termination, liabilities, service levels, sub-contracting and obligations of all contracting 

parties should be clearly stated and understood by the licensees and service providers 

alike.  

 

5.1.6 IT outsourcing should not result in any weakening or degradation of the licensee’s internal 

controls. There should be assurance of proper security measures and controls in place by 

the service provider. A licensee should ensure that these measures and controls are at 

least as stringent as it would expect for its own operations.  Security measures and 

controls at the service provider’s premises should be monitored and reviewed on an 

annual basis. This should include periodic independent internal and/or external audits of 

outsourced operations. 

 

                                                           
1 This also applies to intragroup outsourcing. Refer to para 6.10.2 of Outsourcing guidelines to banks (17th 
September 2012). 
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5.1.7 Licensees should also come up with appropriate contingency plans for any IT outsourcing 

activities in the case there is a degradation in the delivery of services or decline in quality 

of the products and services by the service provider due to various internal and external 

factors. 

 

5.1.8 Licensees should ensure that the service provider signs a non-disclosure agreement to 

protect sensitive data and information belonging to the licensees. Where necessary, 

personnel of the service provider that are assigned to perform tasks which are either part 

of or related to the outsourced services should also sign the non-disclosure agreement to 

ensure that they are fully aware of the legal consequences of disclosure of confidential 

information. 

 

5.2 Project Management of IT Systems 

5.2.1 Some systems, instead of becoming enablers which ease operations and functions, turn 

into causes of concern for licensees and are ridden with errors or delays, thus becoming 

a technology that may cause disruption to operations.  

 

5.2.2 Planning is key for the success of the acquisition and development of applications. A 

licensee should understand the application that they wish to procure or develop and 

prioritize their needs based on their business strategies and goals. Sufficient research and 

analysis as well as a financial evaluation to identify costs and benefits should be done to 

make sure that the application is really needed by the licensee and provides measurable 

benefits to them. The application should improve or enhance one of the following: 

 

i. Basic operating tasks; 

ii. Quality of service to licensees’ customers; or 

iii. Internal decision-making. 

 

5.2.3 The Board of Directors or Senior Management should ensure that the licensee does not 

enter into new product or services or adopt new technologies unless it has the necessary 

expertise to implement them. 

 

5.2.4 Licensees should have a framework for application acquisition and development that 

should consist of the following: 

 

i. An effective procurement process; 

 

ii. Project Management methodology that governs the process of developing, 

implementing and maintaining major IT systems. This should cover the allocation 

of responsibilities, activity breakdown, budgeting of time and resources, 

milestones, checkpoints, key dependencies, quality assurance, risk assessment, 

training and approvals amongst others; and 
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iii. Compliance with business and regulatory requirements. 

 

5.2.5 Licensees should have a systematic approach when procuring an application that involves 

the following: 

 

i. Proper planning for the application needed by the licensee; 

ii. Defining the requirements clearly in the Request For Proposal/Request For 

Tender; 

iii. Appropriate bidders selection and an effective evaluation procedure; and 

iv. Drafting a solid agreement that covers all the specified requirements with the 

successful bidder. 

 

5.2.6 In acquiring or developing an application, the ITSC should be the body that is responsible 

for endorsing the application as well as monitoring and tracking the progress of the project. 

The ITSC should ensure that deliverables arrive as expected, costs are controlled, and 

quality standards are maintained. 

 

5.2.7 A project steering committee should also be created that will manage the project according 

to the project scope, implementation plan and budget. The project steering committee 

should regularly update the ITSC on the status of the project. The project steering 

committee roles and responsibilities should be clearly defined.  

 

5.2.8 A formal change management procedure should be devised by the project team to identify 

and approve scope changes. The proposed changes should be properly documented, 

reviewed and approved by the project sponsor before it is implemented. Justifications on 

these changes should be made based on the relevancy to the project’s core objectives, 

the risk factor of the proposed changes as well as evaluating the project’s potential 

benefits against its potential costs. 

 

5.2.9 Licensees should ensure that documentation for the project should be thorough and 

explicit. 

 

5.2.10 Testing is an important phase of application acquisition and development. Testing will help 

the licensees to look for errors and inconsistency against the licensee’s business practices 

with the application design. Users should be involved from the start of the project in order 

to gather their input and review on the user interfaces and help improve the application 

design. Rigorous testing should be conducted on the application and the testing should 

cover these five critical areas of the application – functional, system, integration, security 

and acceptance. 

 

5.2.11 Licensees should conduct a source code review on the application, where applicable. 

Examples include applications that are non-proprietary (open source) and customized 

scripts that are used in the proprietary application. The objective of this is to find defects  
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that are due to coding errors, poor coding practices or malicious attempts. The source 

code review should be designed to identify security vulnerabilities and deficiencies, and 

mistakes in system design before the system goes live. For proprietary applications, it is 

recommended that licensees obtain assurances from the vendor that their applications 

are free from any of the mentioned defects and flaws. 

5.2.12 Licensees should perform stress-testing for their IT systems to ensure the specifications 

for the IT systems are sufficient to cater to the demands and needs of their customers. 

This will help in identifying performance and quality issues that might arise when the 

system goes live.  
 

5.2.13 The concerned application can only go live once all the user acceptance testing is 

completed, and the project team is satisfied that it fulfils most of the requirements and is 

stable. 
 

5.2.14 Maintenance contracts and warranty coverage and period should be included as part of 

the application acquisition and development. This will provide the licensees with prolonged 

support for any updates, coverage for any bug fixes and retraining if necessary.   

 

5.3 Cloud Computing 

5.3.1 Data hosted in cloud computing services normally falls under the jurisdiction of the country 

where the data is located. Licensees that are subscribed to these cloud computing service 

providers should know the exact locations of the servers, applications and data within the 

service provider’s computing infrastructure for the hosting, storing or processing of 

information. 
 

5.3.2 As cloud computing service providers may adopt multi-tenancy and data commingling 

architectures in order to process data for multiple customers, licensees should pay 

attention to these service providers’ abilities to isolate and clearly identify their customer 

data and other information system assets for protection. 
 

5.3.3 In the case of the cloud service provider encountering issues that lead to the licensee’s 

services going offline, the expected Recovery Time Objective (RTO) and Recovery Point 

Objective (RPO) of the service provider should be treated similar to the duration that the 

licensee would have set if the services are implemented within their own infrastructure. 
 

5.3.4 In the event of contract termination with the service provider, either on expiry or 

prematurely, the licensees should have the contractual power and means to promptly 

remove or destroy data stored at the service provider’s systems and backups. 

 

5.3.5 Considering the inherent risks associated with cloud computing, licensees are well 

advised to perform due diligence checks and sufficient background research. Licensees 

should also conduct a thorough risk analysis of their computing usage and to ensure that 

the risks are effectively dealt with. 
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6. IT OPERATIONS  

 

6.0.1 Information technology is an essential part of daily business and operations for licensees. 

It has become a necessity as it increases productivity and eases business operations and 

processes through the process of automation. The advent of technology means licensees 

are increasingly reliant on technology and this pose more risks to them not only on IT but 

on controls as well including sound processes and skilled personnel. 

 

6.0.2 Licensees should set up an IT service management framework for supporting their IT 

systems, services and operations, change management procedures, capacity 

management, problem management and incident response and handling procedures.  

 

6.1 IT Service Management 

6.1.1 The Senior Management of a licensee should be responsible for the oversight of the IT 

operations and services and is responsible to ensure that they have an efficient and 

secure IT operations process and store information in a timely, reliable, secure, and 

resilient manner. 

 

6.1.2 Daily operations are primarily the responsibility of the IT operations management team 

and they should ensure that the licensee has sufficient existing and planned infrastructure 

and adequate resources to accomplish their business objectives and IT goals. 

 

6.1.3 Licensees should fully comprehend the whole nature of their IT operations and 

environment. An inventory list of their IT resources should be created to facilitate risk 

management procedures, control processes and maintenance of these resources. An 

inventory will be beneficial because: 

 

i. It provides a record of valuable IT assets for tracking purposes; 

ii. It helps to identify areas of potential risk; 

iii. Valuable information for Business Continuity Management (BCM) planning; and 

iv. It provides useful information during technical support or in the event of stolen 

equipment/theft. 

 

6.1.4 The inventory list should include all computing and networking related resources owned, 

managed, or otherwise used by the licensee. This includes: 

 

i. Software including product license/key; 

ii. Hardware and Appliances; and 

iii. Warranty and other support contracts. 
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6.1.5 The inventory list should consist of information such as what IT resources the licensee 

owns, the location of these resources, the person who is responsible and held accountable 

for them and how essential or critical the resource is (such as whether it consists of 

sensitive data or information). This inventory list should be updated regularly and stored 

in a secure manner. 

 

6.1.6 For each IT operation, licensees should properly document any standard operating 

procedures, policies, guidelines and standards that are necessary to understand the 

processes and daily operations using these systems. 

 

6.1.7 Licensees should achieve high availability for critical systems. Important factors 

associated with maintaining high system availability are adequate capacity, reliable 

performance, fast response time, scalability and swift recovery capability.  

 

6.1.8 Licensees may employ a number of complex interdependent systems and network 

components for IT processing. An entire system can become inoperable when a single 

critical hardware component or software module malfunctions or is damaged. Licensees 

should develop built-in redundancies to reduce single points of failure that can bring down 

the entire network. Licensees should maintain standby hardware, software and network 

components that are necessary for fast recovery. 

 

6.2  Change Management 

6.2.1 Licensees should establish a change management process to ensure that changes to the 

production system are assessed, approved, implemented and reviewed in a controlled 

manner. An efficient and systematic change management process ensures that changes 

are made with minimum disruption to the IT services.  

 

6.2.2 Due diligence should be performed before approving any changes to a system. Only 

authorized personnel are allowed to approve change requests. 

 

6.2.3 Separation of physical or logical environments for systems development, testing, staging 

and production should be established. 

 

6.2.4 Change management processes should apply to changes pertaining to the following 

items: 

 

i. System and application upgrades, updates and patches; 

ii. Hardware devices upgrades, updates and patches; 

iii. Network controls and configurations; 

iv. Security controls and configurations; 
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v. Changes to the surroundings E.g. replacing temperature, humidity, wetness and 

airflow systems of the data center; and 

vi. Documentation changes. 

 

6.2.5 Upon receiving a change request, a risk assessment should be performed to determine 

whether the change is in the best interest of the licensees in relation to their current 

infrastructure, network and systems. Licensees should ensure the changes would not 

have major security and operational implications as well as compatibility issues that might 

disrupt the existing production systems. 

 

6.2.6 Sufficient testing before implementing the changes should be performed to ensure that 

the production systems are stable. Users of the system have no issues and the changes 

are acceptable to them for their daily operation. 

 

6.2.7 All changes to the production systems should have detailed documentation that describes 

the change, the reasons for the change and how it is implemented. Test plans and test 

results with user sign-off should also be properly documented. 

 

6.2.8 When implementing changes to a system, licensees should schedule it at a time when it 

has the minimal impact on their daily operation in relation to the usage of the affected 

systems.  

 

6.2.9 Changes on the production environment should also be replicated and migrated to 

Disaster Recovery (DR) systems or applications for consistency. 

 

6.2.10 Back-ups should be performed prior to any changes to a system. This allows a licensee 

to have a rollback plan to revert to a previous functional version of the system if a problem 

arises during and after the deployment of the change. Licensees should establish 

alternative recovery options to address situations where a change does not allow the 

systems to revert to a prior status. 

 

6.2.11 Logging should be enabled that records all activities during the change process. This will 

be of great assistance in investigating and troubleshooting if any error or problem occurs. 

 

6.3  Incident Management 

6.3.1 An IT incident occurs when there is an unexpected disruption to the operations and 

processes of IT systems and services. Licensees should have a proper incident 

management process to avoid a situation of mishandling that results in a prolonged 

disruption of IT services or further aggravation. 
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6.3.2 Roles and responsibilities of personnel involved in the incident management process 

should be clearly defined, and this should include recording, analysing, remediating, 

reporting and monitoring incidents. Licensees should have an effective training plan 

agreed with Human Resource for personnel that handles incidents.   

 

6.3.3 It is important that incidents are accorded with the appropriate severity level. As part of 

incident analysis, licensees may delegate the function of determining and assigning 

incident severity levels to a centralized technical helpdesk function. Criteria used for 

assessing severity levels of incidents should be established and documented. 

 

6.3.4 Licensees should establish corresponding escalation and resolution procedures where the 

resolution timeframe is commensurate with the severity level of the incident. The 

predetermined escalation and response plan for security incidents should be tested on a 

regular basis. 

 

6.3.5 In some situations, major incidents may further develop unfavourably into a crisis. The 

Board of Directors and/or Senior Management should be kept apprised of the 

development of these incidents so that the decision to activate the DR plan can be made 

on a timely basis. Licensees should inform AMBD as soon as possible, but not later than 

1 hour, upon confirmation of major incident. Procedures to notify AMBD of these incidents 

should be established. 

 

6.3.6 Being able to maintain customer confidence throughout a crisis or an emergency situation 

is of great importance to the reputation and soundness of licensees. Licensees should 

include in their incident response procedures a predetermined action plan to address 

public relations issues. Licensees should keep customers well-informed of any major 

incident. Licensees should also assess the effectiveness of the mode of communication, 

including informing the wider general public, where necessary. 

 

6.3.7 As incidents may stem from numerous factors, licensees should perform a root-cause and 

impact analysis for major incidents which result in severe disruption of IT services. The 

licensees should take remediation actions to prevent the recurrence of similar incidents. 

 

6.3.8 A licensee should include in its incident reports an executive summary of the incident, an 

analysis of root cause which triggered the event, its impact as well as measures taken to 

address the root cause and consequences of the event. 

 

6.3.9 The root-cause and impact analysis report should cover but not limited to the following 

areas:  

 

i. Root Cause Analysis 

a) Who reported the incident? 

b) What is the nature of the incident? 
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c) When did it happen?  

d) Where did it happen?  

e) Why and how did the incident happen?  

f) How often had a repeated incident occurred over the last 3 years?  

g) What lessons were learnt from this incident?  

 

ii. Impact Analysis 

a) Extent, duration or scope of the incident including information on the systems, 

resources effectiveness and impact on customers;  

b) Magnitude of the incident including foregone revenue, losses, costs, investments, 

number of customers affected, implications, consequences to reputation and 

confidence; and  

c) Breach of regulatory requirements and conditions as a result of the incident.  

 

iii. Corrective and Preventive Measures  

a) Immediate corrective action to be taken to address consequences of the incident. 

Priority should be placed on addressing customers’ concerns and/or 

compensation;  

b) Measures to address the root cause of the incident; and  

c) Measures to prevent similar or related incidents from occurring.  

 

6.3.10 Licensees should adequately address all incidents within corresponding resolution time 

frames and monitor all incidents to their resolution. 

 

6.4 Problem Management 

6.4.1 While the objective of incident management is to restore the IT service as soon as 

possible, the aim of problem management is to determine and eliminate the root cause to 

prevent the occurrence of repeated incidents. 

 

6.4.2 Licensees should identify, classify, prioritize and address all problems in a timely manner. 

 

6.4.3 Roles and responsibilities of personnel involved in the problem management process 

should be clearly defined. Licensees should have an effective training plan for personnel 

that handles problem management and the training plan should be agreed with the Human 

Resource function. 

 

6.4.4 Problems that arise should be quantified based on their severity level. This allows 

licensees to effectively monitor and escalate the problems to the appropriate level, and 

establish an appropriate escalation process and achievable target resolution time for each 

severity level. Licensees should set achievable objectives to ensure that their personnel 

could effectively handle any problems. 
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6.4.5 Similar to incident management, problem management also requires logging that allows 

the licensee to look at the relationship between both incident and problem which is 

fundamental for the success of problem management. 

 

6.5 Capacity Management 

6.5.1 Licensees should have a well-documented capacity management strategy that is regularly 

updated throughout the IT system lifecycle. Senior Management should plan for growth 

and change and factor in the likelihood of an increase in their client-base or an expansion 

of their business operations. 

 

6.5.2 Licensees should have a platform that monitors the performance, capacity and utilization 

of their IT resources. This could reduce the risk of their systems reaching the performance, 

capacity and utilization limit of their resources. 

 

6.5.3 Predetermined thresholds should be established to ensure that the business units have 

sufficient time to plan and to procure additional resources to meet their operational and 

business requirements effectively. The performance monitoring platform should provide 

alerts or notifications once these resources reach the thresholds. 

 

6.5.4 Licensees should perform continuous monitoring over the performance, capacity and 

utilization of their IT systems resources. 

 

6.6  Business Continuity Management Plan 

6.6.1 An effective BCM plan enables a licensee to have a systematic and swift process of 

recovery and restoration of its daily operations and activities after a disaster or disruptive 

event. Licensees should have a comprehensive BCM plan that includes planning for DR, 

contingency, emergency response and crisis management. 

 

6.6.2 Having a BCM plan ensures the availability, recoverability and reliability of IT systems, 

networks and infrastructure belonging to the licensee. Such plans can therefore be 

assuring for customers and maintaining their confidence and trust. 

 

6.6.3 Licensees should conduct a business impact analysis to identify the different types of 

disruption or disaster and determine the impact on their business operations and 

processes as well as the likelihood that they might occur. This should include threat 

scenarios such as major system outages, which may be caused by system faults, 

hardware malfunction, operating errors or security incidents, as well as total incapacitation 

of the primary data center.   
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6.6.4 A business impact analysis is also vital in developing a DR plan and its primary goal is to 

determine the RTO and RPO of the licensee’s IT systems. An effective DR plan allows the 

licensee to return to normal operations within a reasonable amount of time and acceptable 

amount of data loss for an IT system should a disaster or disruption occurs.  
 

6.6.5 A DR plan covers the tactical recovery of IT systems in the event of a disruption or disaster. 

While the BCM plan deals with the restoration of business processes, a DR plan covers 

the restoration of the critical information systems that support the business processes.  
 

6.6.6 In developing a DR plan, licensees should include the following measures: 
 

i. The recovery of the data center. 

ii. The recovery of business operations. 

iii. The recovery of IT systems at the business location. 

iv. The recovery of business processes. 
 

6.6.7 Licensees should design an extensive plan that includes rapid backup and recovery 

capabilities at each individual systems or applications. Licensees should consider the 

inter-dependencies between critical systems in drawing up recovery plans and conducting 

DR testing. This plan should also be formulated to address any reliance on third-party 

service providers or vendors and any other external dependencies required achieving 

recovery. 
 

6.6.8 All systems, applications and services, including those provided by third-party service 

providers, should be identified and assessed for criticality. A risk assessment for each of 

the critical systems, applications and services should be conducted by the licensees to 

determine the possible implications of any business disruption on the licensee’s credit, 

market, liquidity, legal, operational and reputation risk.  
 

6.6.9 The alternate or recovery site of an IT system should be geographically separated (at the 

minimum five kilometres) apart from the main primary site. This should allow licensees to 

restore their critical systems and resume business operations on that site when the 

primary site goes offline due to a disruption or external event. 

 

6.6.10 Some of the measures that licensees could implement to improve the recovery speed, the 

resiliency and robustness of their critical systems include: 

 

i. Implementing alternative recovery strategies and technologies such as on-site 

redundancy and real-time data replication; 

 

ii. Using offshore or Cloud Computing service providers for their backup strategies; 

and 
 

iii. Using multiple network service providers and alternate network paths for network 

redundancy. 
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6.6.11 Senior Management should review the BCM and DR plan at least annually and business 

units should update them as and when changes to business operations, systems and 

networks occur. This should include physical testing and validating the effectiveness of 

recovery requirements and the ability of their personnel to execute the necessary 

procedures. 

 

6.6.12 As all systems are vulnerable, licensees should prioritize their recovery and business 

resumption priorities. Regular testing and practice of their business contingency 

management plan should be practiced by business units to ensure any disruptions to 

business arising from a serious incident or disaster could be minimized. 

 

6.6.13 The BCM and DR plans testing should encompass different types of threat scenarios and 

the recovery dependencies between systems. Bilateral or multilateral recovery testing 

should be conducted where networks and systems are linked to specific service providers 

and vendors. 

 

6.6.14 Licensees should involve all related parties in the design and execution of their BCM and 

DR testing. Licensees should also participate in BCM and DR testing conducted by their 

service providers and outsourced vendors. 

 

6.7 Data Backup Management 

6.7.1 Licensees should develop an entity-wide data backup strategy for the storage of critical 

information. 

 

6.7.2 As part of the data backup and recovery strategy, licensees may implement specific data 

storage architectures such as Direct-Attached Storage (DAS), Network-Attached Storage 

(NAS) or Storage Area Network (SAN) sub-systems connected to production servers. In 

this regard, processes should be in place to review the architecture and connectivity of 

sub disk storage systems for single points of failure and fragility in functional design and 

specifications, as well as the technical support by service providers. 

 

6.7.3 Licensees should carry out periodic testing and validation of the recovery capability of 

backup media in association with Internal Audit and assess if the backup media is 

adequate and sufficiently effective to support the licensee’s recovery process. 

 

6.7.4 Licensees should encrypt backup media containing sensitive or confidential information 

before they are transported off-site for storage. 
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6.8 Technology Refresh Management (TRM) 

6.8.1 TRM strategies are driven by the business objectives and IT goals of a licensee. This 

normally includes improving the security measures on IT systems, cost-effective refresh 

strategies to add more value to a licensee’s operations, and growth requirement based on 

an increase of the customer-based as well as new services provided by them. 

 

6.8.2 Licensees should have an up-to-date inventory that allows ease of tracking of their IT 

resources. They should be proactive in managing IT resources and replace on a timely 

basis any outdated and unsupported systems, applications and software which 

significantly increase their exposure to security risks. Licensees should pay close attention 

to the product’s end-of-support (EOS) date as it is common for vendors to cease the 

provision of patches and fixes, including those relating to security vulnerabilities that are 

uncovered after the product’s EOS date. 

 

6.8.3 Licensees should have a refresh schedule based on the analysis of the IT resource 

historical performance as well as looking at their computing, network and storage 

utilization trends. 

 

6.8.4 Licensees should have a TRM plan which will ensure that systems and software are 

replaced in a timely manner. Licensees should conduct a risk assessment for systems 

approaching EOS dates to assess the risks of continued usage and establish effective risk 

mitigation controls where necessary. 
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7. IT SECURITY 

 

7.0.1 Effective security controls and measures are necessary to ensure the availability, 

reliability, recoverability and security of IT systems. Data is an organization’s most 

valuable intangible asset and licensees should protect their data and assets from 

unauthorized access, deliberate misuse and fraudulent modification, insertion, deletion, 

substitution, suppression or disclosure.  

 

7.0.2 The Board of Directors or Senior Management should oversee the development, 

implementation and maintenance of security controls and processes of the licensee’s 

infrastructure and systems against both potential internal and external threats. 

 

7.1 Measures to Prevent Loss of Data 

7.1.1 The risk of data breach is one of the biggest concerns for licensees. These threats could 

come from anywhere and from a multitude of reasons, and pose a reputational risk for the 

licensee that could lead to material financial loss or the loss of customer confidence. Data 

loss is mostly due to negligence by trusted personnel, contractors and vendors and lax IT 

security policies. Licensees should ensure that they have adequate data loss prevention 

measures and prevent unauthorized access, movement and modification to their sensitive 

data and information. 

 

7.1.2 Licensees should develop a comprehensive data loss prevention strategy to protect 

sensitive or confidential information, taking into consideration the following specifications: 

 

i. Data at endpoint: Data that resides in notebooks, desktops, portable storage 

devices and mobile devices. This should also include data residing on Bring Your 

Own Device (BYOD); 

ii. Data in motion: Data that traverses a network or that is transported between sites; 

iii. Internal data at rest: Data in storage devices that includes files stored on servers, 

databases, and backup media and storage platforms; and 

iv. Cloud data: Externally stored data. 

 

7.1.3 To effectively implement a good strategy for data loss prevention, all personnel should be 

able to  answer the following fundamental questions: 

 

i. What sensitive data does the licensee hold? 

ii. Where does the sensitive data reside? 

iii. Who has access to the data? 

iv. Is there an audit trail? 
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7.1.4 Licensees should also take a risk-based approach in their data loss prevention measures, 

thus ensuring the security of their most sensitive or critical data. Licensees should identify 

and classify their data on a risk-based approach. A well-developed data classification 

scheme will enable licensees to design and implement proper controls for different types 

of data.  

 

7.1.5 Licensees should establish adequate measures to address risks related to data breach, 

data theft, and data loss and data leakage from endpoint devices in the business 

premises. Data residing in these endpoint devices should be protected with strong 

encryption. Licensees should establish strict procedures for employees using their BYOD 

devices to store and transfer sensitive information. 

 

7.1.6 Licensees should make personnel, contractors and vendors aware that it is unsafe and 

not permitted to use unsecured internet services such as instant messaging, web-based 

emails, social networking sites and cloud-based storages for communicating and storing 

customer confidential information. Licensees should implement measures to prevent the 

unauthorized use of such services.  

 

7.1.7 Communications and transfer of sensitive and customer confidential information should 

only be through encrypted channels or the data to be sent should have strong encryption. 

The encryption key of the data should be sent via a separate transmission channel to the 

intended recipients. Alternatively, licensees may choose other secure means to exchange 

confidential information with its intended recipients. Licensees should also implement 

measures to verify if the parties involved in the data exchange are authorized to view and 

transmit data, and have signed confidentiality agreements. 

 

7.1.8 In the disposal of IT systems and storage devices, licensees should look at various 

methods including data sanitization by degaussing and physical destruction through 

incineration or pulverization in which data could be securely and permanently removed.  

 

7.2 Infrastructure Security and Resiliency 

7.2.1 Critical systems that contain sensitive information and data are normally located in a data 

center or server room. Licensees should ensure that these data centers or server rooms 

are resilient and the level of security and protection for them is sufficient against any 

threats, internally and externally. 

 

7.2.2 Licensees should limit physical access to data centers or server rooms to authorized 

personnel only. Access should be granted on a need to have basis.  If physical access is 

no longer required, access to the data center or server room should be immediately 

revoked. 
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7.2.3 Licensees should have multiple security controls in place, where appropriate, to ensure 

authorized access to sensitive areas in their data centers or server rooms and for 

monitoring and recording activities that take place there. This should include but not limited 

to having access controls, guards, surveillance tools, and intrusion detection systems to 

physically protect the sites at all times. 

 

7.2.4 Licensees should consider using appropriate authentication for access control to enter 

these sensitive areas. Identity checks should be in place to ensure the person who enters 

the facility has been authorized.  

 

7.2.5 Appropriate security measures should be taken to ensure prohibited items are not brought 

into sensitive areas. It is recommended that camera-embedded devices and removable 

media such as USB drives should not be allowed to be brought inside the data center or 

server room to eliminate the ability for an attacker to introduce malware into servers.  

 

7.2.6 For personnel who are not responsible for the data center or server room such as vendors, 

system administrators or engineers, who may require temporary access to the data center 

or server room to perform maintenance or repair work, licensees should ensure there is 

proper notification of and approval for the personnel for such visits during the specified 

duration of the activity. Licensees should ensure that visitors are accompanied at all times 

by an authorized employee while in the data center or server room. 

 

7.2.7 Licensees should develop physical security review processes and these should be 

properly documented and maintained.  

 

7.2.8 In achieving data center or server room resiliency, licensees should assess the 

redundancy and fault tolerance in areas such as power, water, data communications, air 

conditioning and filtration systems, and fire suppression. This is to ensure that if one 

system fails, there is a backup to ensure there is minimal service disruption due to outage 

or damaged equipment. 

 

7.2.9 Licensees should ensure that there is sufficient backup power consisting of uninterruptible 

power supplies, battery arrays, and/or diesel generators to ensure that critical systems 

continue to operate in case of an area-wide power outage. 

 

7.2.10 Licensees should rigorously control and regulate the environment within the data center 

or server room. Monitoring of environmental conditions, such as temperature and 

humidity, within a data center is critical in ensuring uptime and system reliability. Personnel 

should promptly escalate any abnormality detected to management and resolve it in a 

timely manner. 

 

7.2.11 Licensees should implement appropriate fire protection and suppression systems in the 

data center or server room to control a full-scale fire if it occurs. Licensees should install  
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smoke detectors and hand-held fire extinguishers in the data center or server room and 

implement passive fire protection elements, such as fire resistant materials around the 

data center or server room, to restrict the spread of a fire to a portion of the facility. It is 

recommended for data center or server room personnel to be given fire marshal training 

to ensure that they are trained to control a fire incident if it occurs. Internal Audit should 

review the adequacy of such measures on an annual basis at a minimum. 

 

7.3 Secure Configuration Management 

7.3.1 Licensees should have an efficient technical application and maintenance of security 

policy of systems, applications and network devices. As mentioned frequently in this 

guidelines, licensees should have a proper inventory of their IT assets. This should assist 

in determining a set of configuration items they want or need to develop and maintain. 

Licensees should determine the security configuration for IT systems and devices that 

consists of the following: 

 

i. Configure and manage user privileges; 

ii. Remove unused user accounts; 

iii. Close unused open network ports; 

iv. Enforce password complexity and policies; 

v. Remove unwanted services; and 

vi. Patch all known critical vulnerabilities based on risk assessment. 

 

7.3.2 Licensees should define configuration baselines for operating systems, databases, 

network devices and enterprise mobile devices within the IT environment. 

 

7.3.3 Licensees should have an on-going or continuous management and review procedure of 

the security and network configurations. There should be regular configuration audits to 

ensure that these secure configurations remain up to date and relevant especially when 

there are change requests and upgrades to them. This ensures that the configuration 

baselines are applied uniformly and non-compliances are detected and raised for 

investigation. Licensees should ensure that the frequency of configuration review and 

audits is commensurate with the risk level of systems. Reports of such reviews should be 

communicated to ITSC. 

 

7.3.4 Licensees should deploy anti-virus measures to servers and if applicable, workstations. 

The anti-virus software should be updated with the latest definition files and schedule 

automatic scanning on servers and workstations on a regular basis. 

 

7.3.5 Licensees should deploy network security devices, such as firewalls as well as intrusion 

detection and prevention systems, at critical junctures of infrastructure to protect the 

network perimeters.  
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7.3.6 For firewalls, licensees should create a firewall policy that specifies how firewalls should 

handle inbound and outbound network traffic. It is highly recommended that all inbound 

and outbound traffic not expressly permitted by the firewall policy should be blocked 

because such traffic is not needed by the organization. Firewall policies should be 

monitored and reviewed from time to time to ensure continued compliance with the 

licensee’s policies.  

 

7.3.7 There should be a proper review procedure for all security devices. Logs and alerts should 

be continuously monitored to identify threats. The software should be patched and 

updated regularly to address vulnerabilities. 

 

7.3.8 Licensees deploying Wireless Local Area Networks (LAN) within the organization should 

be aware of risks associated in the environment. Measures such as secure communication 

protocols for transmissions between access points and wireless clients should be 

implemented to secure the licensee’s network from unauthorized access. 

 

7.4 Internet-Facing Applications – Vulnerability Assessment (VA) & Penetration Testing 

(PenTest) 

7.4.1 Internet-facing applications pose the highest security risks that include the applications 

being hacked, denial of service attacks and information leakage. Licensees should 

conduct VA regularly to detect security vulnerabilities and weaknesses in their IT 

environment. By doing so, licensees can be more pre-emptive in combating cyber threats 

and identify, assess and respond to new threats before they happen. 

 

7.4.2 Licensees should assess the vulnerabilities on each of their web servers, determine the 

degree of risk for each server’s vulnerability, and then remediate the vulnerabilities. This 

could be done through the deployment of a combination of automated tools and manual 

techniques to perform a comprehensive VA. Licensees should assess the tools and 

techniques that are best for their organization and properly document them. 

 

7.4.3 The scope of the VA should be clearly defined and this should also include common web 

vulnerabilities such as SQL injection and cross-site scripting. 

 

7.4.4 Licensees should implement an effective reporting and remediation process to fully 

comprehend the organization’s security threats, perform subsequent validation of the 

remediation to validate that gaps are fully addressed and track unfixed issues, and 

accountability for all issues exposed by the VA. 

 

7.4.5 Vulnerabilities should be quantified and licensees should focus on the vulnerabilities that 

posed the highest risk. 
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7.4.6 Licensees should carry out PenTest in order to conduct an in-depth evaluation of the 

security threats of the system through simulations of actual attacks on the system. The 

objectives and the scope of the PenTest should be clearly defined and communicated. 

PenTest should be implemented at least annually. 

 

7.4.7 VA and PenTest should be done during suitable time as not to disrupt normal business 

operation. Permissions from the management should be obtained before conducting VA 

and PenTest. Users of the concerned applications should also be informed before the 

testing is carried out. 

 

7.4.8 If VA and PenTest are to be outsourced, licensees should conduct proper due diligence 

in choosing the service provider and any information or data obtained during the testing 

will be treated as confidential. Non-disclosure agreements should be signed between the 

licensee and the vendor. 

 

7.5 Access Control 

7.5.1 Access control limits the actions or operations that an authorized user of the licensee’s IT 

system can perform. This is to ensure that the user will be doing specific tasks that he is 

assigned to and nothing more, thus minimizing the risk of a security breach.  

 

7.5.2 Three of the most basic internet security principles for protecting systems are: 

 

i. Never Alone Principle: Certain systems functions and procedures are of such sensitive 

and critical nature that licensees should ensure that they are carried out by more than 

one person at the same time or performed by one person and checked by another. 

These functions may include critical systems initialization and configuration, Personal 

Identification Number (PIN) generation, creation of cryptographic keys and the use of 

administrative accounts; 

 

ii. Segregation of Duties Principle: Segregation of duties is an essential element of 

internal control. Licensees should ensure that responsibilities and duties for operating 

system function, systems design and development, application maintenance 

programming, access control administration, data security, librarian and backup data 

file custody are separated and performed by different groups of employees. It is also 

desirable that job rotation and cross training for security administration functions be 

instituted. Licensees should design the transaction processes so that no single person 

may initiate, approve, execute and enter transactions into a system for the purpose of 

perpetuating fraud or in a manner that would conceal the transaction details; and 

 

iii. Access Control Principle: Licensees should only grant access rights and system 

privileges based on job responsibility and the necessity to have them to fulfil one’s 

duties. Licensees should check that no person by virtue of rank or position should have  
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any intrinsic right to access confidential data, applications, system resources or 

facilities. Licensees should only allow personnel with proper authorization to access 

confidential information and use system resources solely for legitimate purposes. 

 

7.5.3 Licensees should ensure that accesses to the systems are governed by a formally defined 

authorization process covering the creation, modification/maintenance, re-enabling and 

deletion of accounts. 

 

7.5.4 Licensees should ensure that appropriate access rights (or privileges) to the assigned 

user should be properly recorded and documented. All users and their activity on their 

systems should be uniquely identifiable. If the accesses to these systems are no longer 

needed, such as in the case of a user whose contract has been terminated, the account 

should be promptly revoked or suspended from the system. User given access or privilege 

to any of the licensees’ systems should be held responsible and accountable for their own 

account. For licensees’ personnel that are on an extended leave for a period longer than 

3 months (e.g. maternity leave, study leave, etc.), their access to the systems should be 

temporary disabled until these personnel return to duty. 

 

7.5.5 In assigning access, licensees should incorporate the principle of least privilege which 

grants the minimum level of access, rights, privileges and security permissions for the user 

to be able to perform their authorized tasks. Access should only be granted when it is 

necessary to perform the authorized task.  

 

7.5.6 Non-employees should not be granted privileged account access unless written approval 

has been obtained from the licensees and they have signed a non-disclosure agreement. 

The request for access should include the purpose of the request, the access level to be 

granted and the duration in which access is given to them. 

 

7.5.7 Licensees should enforce strong password controls over users’ access to applications and 

systems. Password controls should include a change of password upon first login, 

minimum password length and history, password complexity as well as maximum validity 

period.  

 

7.5.8 Licensees should perform regular reviews of user access privileges for their IT systems. 

 

7.5.9 On segregation of duties, the following practices could be used by the licensee: 

 

i. Segregation should be maintained between those initiating static data (including 

web page content) and those responsible for verifying its integrity; 

ii. Systems should be tested to ensure that segregation of duties cannot be 

bypassed; and 

iii. Segregations should be maintained between those developing and those 

administering the systems, or through the use of alternate mitigating controls. 



 
 Guidelines on Information Technology Risk Management  

 

Autoriti Monetari Brunei Darussalam  31 

 

7.6 Continuous Security Monitoring 

7.6.1 Continuous security monitoring is a vital aspect of technology risk management. Licensees 

should establish appropriate security monitoring systems and processes that detect any 

suspicious activities, sensitive data movement, threats and vulnerabilities on their 

information systems. 

 

7.6.2 Licensees should install security devices based on criticality of the system that do the 

following: 

 

i. Availability Monitoring: Detection of when the IT systems go offline. This provides 

the licensees with protection against hardware, software, and network failures in 

addition to denial of service attacks. Availability monitoring could be implemented 

using network monitoring and network surveillance devices; and 

 

ii. Change Monitoring: Detection of changes to the data or information inside the 

information systems and configuration modifications of devices and hardware. 

Change Monitoring could be implemented using tools such as file integrity 

checker or through a robust change control framework. 

 

7.6.3 These security devices should have real-time monitoring as well as instantaneous alert 

that are sent to the licensee’s personnel if there are any suspicious activities. 

 

7.6.4 It is good practice to categorize the systems and based on the criticality of the system. 

Licensees should determine how it should be monitored and what requirements to include 

when developing monitoring policies. For example, critical systems with a high impact on 

the business operations of the licensees might need 24/7 real time monitoring.  Licensees 

should also prioritize critical systems that are internet facing or having open network 

interfaces. 

 

7.6.5 Licensees should regularly review security logs of systems, applications and network 

devices to detect any anomalies or suspicious activities. The retention period of these logs 

should be considered based on any statutory requirements for document retention and 

protection. These logs should be retained and adequately protected to facilitate any future 

investigation. 

 

7.7 Internal Security Training & Awareness Program 

7.7.1 A comprehensive IT security training and awareness program should be established to 

enhance the overall IT security awareness level in the licensees. Failure to do so might 

put licensees at great risk because security of a licensee’s resources is as much a human 

issue as it is a technology issue.  
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7.7.2 Licensees should conduct the training and awareness program on a regular basis at a 

minimum once every year. 

 

7.7.3 Licensees should take into account the following when planning IT security training and 

awareness program in their organization:  

 

i. Ensure that all personnel and users of their information systems are made aware 

of the security risks associated with their activities and of the applicable laws, 

regulations, policies, standards, guidelines, or procedures related to the security 

of the licensee’s IT systems and resources;  

 

ii. Ensure that all personnel understand and are adequately trained to carry out their 

assigned information security-related duties and responsibilities. They should have 

at least adequate knowledge of the various management, operational and 

technical controls required and available to protect their IT resources for which 

they are responsible; and 

 

iii. Ensure that all personnel are kept up to date with the latest technology risks and 

cyber threats.  

 

7.8 Customer Security Awareness Program 

7.8.1 Licensees should provide adequate security awareness to their customers that educates 

them on how to securely conduct their online and electronic transactions via the licensee’s 

systems as well as recommending security measures and providing guidelines to mitigate 

or reduce any technology risks. 

 

7.8.2 Licensees could deliver awareness materials to their customers by using but not limited 

to the following methods: 

 

i. Webpage explaining how to ensure the security of their online transactions. This 

should be prominently shown or linked in their user login page. E.g. manual on using 

multi-factor authentication (MFA) and One-Time Password (OTP); 

 

ii. Booklets, pamphlets and posters that educate consumers on online transactions that 

are available at their branches; and 

 

iii. Briefing their customers during the registration of their online services. Written 

instructions and guidelines should also be provided among the registration 

documentation. 
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7.8.3 The customer security awareness program should be updated and disseminated regularly 

to help customers understand the security requirements of any of their online and 

electronic services. Licensees should ensure there are sufficient instructions and 

guidelines on features and functions of their online and electronic services. 

 

7.8.4 Licensees should remind their customers on the need to protect their personal details and 

other confidential data. Customers need to secure their PINs, security tokens and mobile 

phones which contain their online banking app, and any other devices (computer, laptops, 

tablets) used to access their online banking services. 

 

7.8.5 Licensees should include the following guidelines for their customers to protect 

themselves against any technology risks and cyber security threats: 

 

i. Change their password every six months at the very minimum and increase the 

complexity of their password. Educate customers not to write down their PINs and 

passwords and to memorize them; 

 

ii. Not to share sensitive information (account number, account password, identity 

card number, etc) via social networking sites, email or phone. If the licensee has 

a secure communication platform, use that instead or visit the nearest branch for 

any transactions that require sensitive information; 

 

iii. Use security software on their devices such as firewall and anti-virus, anti-spyware 

and malware detection software. Update operating systems and all these security 

software on a regular basis; 

 

iv. Not to connect to untrusted wireless hotspots; 

 

v. Backup their critical data; 

 

vi. Clear their browsing cache after online sessions, particularly if they are using a 

shared or public device; 

 

vii. Not to install and run software/programs from untrusted or unknown origins; 

 

viii. Not to open email attachments from unknown or untrusted email accounts; 

 

ix. Not to disclose their personal, financial and debit/credit card information on 

unknown websites or to use their debit/credit card at online retailers that do not 

provide adequate security for online transactions; 
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x. Consider the use of encryption technology to protect their sensitive and 

confidential information; 

 

xi. Frequently review their account information and access. Set up account alerts 

delivered to mobile phone or e-mail address to be notified of any activities with 

their account; and 

 

xii. To log off once they have completed their online transactions. 

 

7.8.6 Licensees should provide customers with clear instructions on what to do or who to contact 

in the event customers have suspicions that their account has been compromised, or there 

are fraudulent activities with their debit/credit cards or their mobile phone is lost/stolen 

where financial data/information is stored. 
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8. IT AUDIT 

 

8.0.1 With the advancement of technology, where licensees are heavily relying on the use of 

information systems to carry on with their daily activities and business operations, there is 

a need to develop effective internal control systems to ensure the reliability of the data 

and the systems as well as to mitigate technology risks. 

 

8.0.2 The IT audit should look into answering the questions on the availability of the information 

systems at all times when it is required and whether it is well protected against any types 

of losses and crisis, the confidentiality of the data stored in the licensee’s systems as well 

as its integrity to ensure it is always accurate, reliable and timely. 

 

8.0.3 An IT audit provides the Board of Directors or Senior Management with an independent 

and objective assessment of the effectiveness of controls that are applied within the IT 

environment to manage technology risks.  

 

8.0.4 The scope of an IT audit should cover at least the following (where applicable): 

 

i. Physical infrastructure review; 

ii. System infrastructure review; 

iii. System administration review; 

iv. Application software review; 

v. Network security review; 

vi. Business continuity review; and 

vii. Data integrity review. 

 

8.0.5 The scope of the IT audit should be communicated to the Board of Directors, Audit 

Committee and the Senior Management before initiating it. This will help them better 

understand, increase the buy-in of audit recommendations as well as clarify any issues 

and business concerns. 

 

8.0.6 Licensees should develop an IT audit plan covering auditable IT areas for the coming year 

which is approved by the Audit Committee.  

 

8.0.7 Licensees should establish an IT audit cycle at the very minimum once a year. The 

frequency of the IT audit would depend on the criticality and risk impact of the IT system 

or process.  

 

8.0.8 Consequently, a follow-up process to track and monitor IT audit issues, as well as an 

escalation process to notify the relevant IT and business management of key IT audit 

issues, should be established. 
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8.1 Audit Trail 

8.1.1 Establishing a proper trail process can greatly help in detecting security violations, 

performance problems, and flaws in licensee’s systems. This can be beneficial to 

licensees as it can help in achieving individual accountability, reconstruction of events, 

intrusion detection and problem analysis. 

 

8.1.2 An audit trail should include sufficient information (E.g. logs) to establish what events 

occurred and who or what caused them. 

 

8.1.3 Licensees should consider in their system design plan and implementation measures that 

captures and maintain forensic evidence in a manner that maintains control over the 

evidence, and prevents tampering and the collection of false evidence. 

 

8.1.4 In instances where systems and related audit trails are the responsibility of a third-party 

service provider or vendor, licensees should ensure the following: 

 

i. It has access to relevant audit trails maintained by the service provider or vendor; 
and 

ii. Audit trails maintained by the service provider or vendor meet licensee’s 
standards. 

 
8.1.5 Licensees should determine how long audit trail data will be maintained in accordance to 

the criticality of the systems, either on the system itself or in archive files. 

 

8.1.6 Access to these audit logs should be strictly controlled and limited to the relevant 

personnel only. 

 

8.1.7 Licensees should implement measures that ensure the confidentiality as well as integrity 

of audit trail data against modification, such as the use of encryption, digital signatures 

and strong access controls. 
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9. PAYMENT CARD SECURITY AND INTERNET BANKING SERVICES 

 

9.0.1 There is a need for licensees to embrace innovations and new technology as their 

customers’ needs are changing with faster internet connectivity and improved mobile 

devices that allow them to perform any online transactions. Customers feel these 

advancements in technology allow for more convenience when doing banking 

transactions as they can perform such transactions anywhere.  

 

9.0.2 Licensees nowadays have a wide array of new electronic products and services.  

Licensees offer a variety of levels of internet service and combinations of internet and 

physical offices and Automated Teller Machine (ATM) networks. When introducing such 

electronic services, licensees should also put in place sufficient security controls and 

measures that will protect their sensitive data and customer information, as well as prevent 

any unwanted data loss and mitigate any technology risks related to these electronic 

services. 

 

9.0.3 Licensees should provide adequate awareness programs and share information with 

customers on securing the customer’s payment card and electronic transactions. 

Licensees should also inform customers what measures that they have taken to protect 

customers’ sensitive data and information. 

 

9.1 Payment Card Security 

9.1.1 Payment cards normally contain a magnetic stripe or a chip that contains unique 

information that belongs to the cardholders. Payment cards are susceptible to fraud and 

identity theft.  Types of payment card fraud include counterfeit, identity theft, lost and 

stolen cards, card-not-received and card-not-present cases. 

 

9.1.2 Licensees should implement sufficient security controls and measures to protect sensitive 

payment card data. Data should be encrypted to secure the security, confidentiality and 

integrity of these payment card data. Licensees should also ensure that they have a 

secure payment card system and networks that ensure that data will not be intercepted 

during the processing of sensitive and confidential information. 

 

9.1.3 Licensees should adopt EMV (or Chip and PIN) cards for storing sensitive customer data 

in a payment card. These cards contain an embedded microchip where data is stored and 

encrypted with a PIN. This adds another layer of security and authentication for the 

payment card security compared to magnetic stripe cards which are highly susceptible to 

card skimming attacks.  
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9.1.4 Licensees should have a secure card activation procedure once a payment card is 

distributed to the card holder (where applicable).  

 

9.1.5 Licensees should implement a multi-factor authentication for card-not-present 

transactions via internet to reduce fraud risk associated with such transactions.  

 

9.1.6 Licensees that provide payment card services should implement sophisticated fraud 

detection and granular transaction monitoring systems. These should focus on pattern 

and behaviour modelling of transactions, and should be capable of detecting any 

fraudulent use of a cardholder’s account or card. 

 

9.1.7 Licensees should follow up on any transactions made by their customers that exhibit 

behaviour that deviates significantly from a cardholder’s usual card spending patterns. 

The cardholder should be contacted and licensees should confirm that they are genuinely 

making these transactions and then obtain their authorization prior to completing the 

transaction. 

 

9.1.8 Licensees should have a system that promptly notifies and alerts a cardholder whenever 

a transaction is made with their payment card.  

 

9.2 Internet and Mobile Banking Security 

9.2.1 Customers are now tech-savvy and gadgets/devices allow them to do their banking 

transactions via online banking and using mobile apps. These webpages could also be 

the target of attacks such as denial of service, malware, Trojans and so on. 

 

9.2.2 Licensees should consider these security measures to protect their customers when they 

are doing online transactions via their website or using their mobile app: 

 

i. To have a secure authentication system in place. They should allow a limited 

number of login attempts and if the user fails to enter the correct login details, the 

online account should be disabled for a certain period to prevent brute force 

dictionary attack. Licensees should also have multi-factor authentication for 

logging into their online systems; 

 

ii. Double confirmation whenever a customer wants to authorize an online banking 

transaction (E.g. transferring money, bill payment and so on); 

 

iii. Automatic logout after a period of inactivity;  

 

iv. Transmission of sensitive data on the internet should be done via secure and 

encrypted communications; and 
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v. Licensees should provide an option for customers to subscribe to transactions alert 

(SMS or e-mail) for any account information changes or transactions using the 

customer’s account. 

 

 

The operative date for these Guidelines will be 1st January 2016. 
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